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Abstract - Federated Learning (FL) is an emerging paradigm in machine learning that enables multiple parties to
collaboratively train models without sharing their data. This approach addresses critical privacy and data security
concerns, making it particularly suitable for sensitive domains such as healthcare, finance, and personal data
management. This paper explores the implementation of Privacy-Preserving Federated Learning (PPFL) on Amazon Web
Services (AWS) using NVIDIA FLARE, a framework designed to facilitate the development and deployment of FL
applications. We delve into the technical details of PPFL, the integration of NVIDIA FLARE with AWS, and the security
mechanisms employed to ensure data privacy. We also present a case study and experimental results to demonstrate the
effectiveness and efficiency of the proposed system. The paper concludes with a discussion on the future directions and
potential challenges in the field of PPFL.
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1. Introduction

The rapid growth of data and the increasing demand for advanced machine learning (ML) models have driven significant
advancements in the field of artificial intelligence (Al). With the explosion of data from various sources such as social media, 10T
devices, and cloud services, the potential for Al to transform industries and improve everyday life has never been greater.
However, this abundance of data has also brought about a series of challenges, particularly in the realms of privacy and security.
Traditional machine learning approaches typically require data to be centralized, meaning that all the data is collected and stored in
a single location, often a server or a data center. This centralization not only increases the risk of data breaches and unauthorized
access but also raises ethical concerns about the misuse of personal information. Moreover, the sheer volume of data can become a
logistical and computational burden, leading to inefficiencies in data processing and model training.

Federated Learning (FL) has emerged as a promising solution to these challenges by fundamentally altering the way data
is used in the training of ML models. In a federated learning setup, multiple parties, such as individual users, organizations, or
devices, can collaboratively train a model without the need to share their raw data. Instead, each party trains a local model using
their own data and then shares only the model updates or gradients with a central server. These updates are then aggregated to
improve the global model. This approach significantly enhances privacy because the raw data remains on the local devices,
reducing the risk of data leaks and breaches. Additionally, federated learning promotes a more secure environment for data
collaboration, as the central server does not have access to the individual data points, only the model updates.

Beyond privacy and security, federated learning also offers several other advantages. One of the key benefits is the
improvement in model robustness and generalization. By leveraging diverse data sources, the model can learn from a broader range
of scenarios and conditions, which helps in reducing overfitting and improving its performance across different environments. This
diversity in data can lead to more accurate and reliable models, especially in cases where data distribution is highly varied or where
certain data points are rare. Furthermore, federated learning can democratize access to powerful Al models, as it enables entities
with limited data resources to contribute to and benefit from the training process. This democratization is crucial for ensuring that
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the benefits of Al are not confined to large, well-resourced organizations but are accessible to a wider range of stakeholders,
fostering innovation and inclusivity in the Al ecosystem.

2. Federated Learning: An Overview

Federated Learning (FL) is a transformative approach to machine learning that enables multiple parties to collaboratively
train a model while keeping their data decentralized. Unlike traditional machine learning methods, where data is collected and
centralized in one location, FL ensures that data remains on the local devices or servers of participating clients. This decentralized
nature is particularly beneficial in privacy-sensitive fields such as healthcare, finance, and edge computing, where sharing raw data
is either legally restricted or practically infeasible. FL allows organizations to leverage the power of machine learning while
maintaining compliance with data privacy regulations like GDPR and HIPAA.

2.1 Definition and Key Concepts

At the core of Federated Learning are three main components: clients, a central server, and the machine learning model.
Clients are the individual devices or entities, such as hospitals, smartphones, or IoT devices, that hold private datasets and
participate in training. The central server plays a coordinating role, aggregating model updates received from clients and
distributing the improved global model back to them. The machine learning model itself undergoes iterative training, where clients
refine it locally using their private data and then share only model updates such as gradients or weights rather than the data itself.
This setup ensures that sensitive information remains localized, reducing the risks associated with data exposure and breaches.
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Fig 1: Federated Learning Workflow in a Healthcare Environment

The Federated Learning (FL) architecture. It illustrates how a centralized Federated Server coordinates the training
process across multiple federation participants specifically, a Community Hospital, a Research Medical Center, and a Cancer
Treatment Center. Each participant retains control over their private data, ensuring it is not shared externally. Instead of sending
raw data, each participant trains a local model on their dataset and only transmits privacy-preserved updates to the federated server.
The server aggregates these privacy-preserving updates to produce a global model, which is then distributed back to the
participants. This iterative process continues until the model converges. The diagram highlights the privacy-preserving
mechanisms at each participant site, ensuring that sensitive data remains protected throughout the workflow. This depiction is
crucial to understanding the decentralized nature of FL and how it addresses data privacy concerns in sensitive domains such as
healthcare.

2.2 Federated Learning Workflow
The FL workflow follows a structured, iterative process that allows models to improve over time while maintaining
privacy. It begins with the initialization phase, where the central server prepares an initial version of the model and sends it to all
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participating clients. Next, in the local training phase, each client trains the received model on its own dataset using standard
machine learning algorithms. Instead of sharing their data, clients then send only the updated model parameters back to the server.
The aggregation phase follows, where the server consolidates the updates from multiple clients often using techniques like
Federated Averaging (FedAvg) to refine the global model. This process continues in multiple iterations until the model reaches an
optimal level of accuracy or a predefined number of training rounds is completed.

2.3 Challenges in Federated Learning

Despite its numerous benefits, Federated Learning faces significant challenges that impact its efficiency and adoption.
One of the most critical issues is data heterogeneity, meaning that different clients often have datasets that vary in size, quality, and
distribution. This variation can lead to model divergence, where updates from certain clients negatively impact the global model’s
generalizability. Another major concern is communication efficiency, as FL relies on frequent exchanges of model updates
between clients and the server. This can lead to significant bandwidth and computational overhead, especially in resource-
constrained environments like mobile devices and edge computing networks. Finally, security and privacy remain key concerns, as
even though raw data is not shared, adversaries may attempt to infer sensitive information from model updates through attacks
such as model inversion or data poisoning. To mitigate these risks, techniques such as differential privacy, secure aggregation, and
homomorphic encryption are increasingly being integrated into FL frameworks.

3. Privacy-Preserving Federated Learning (PPFL)

Privacy-Preserving Federated Learning (PPFL) is an advanced extension of Federated Learning (FL) that enhances data
protection by incorporating cryptographic and privacy-preserving techniques. While FL ensures that raw data remains
decentralized and never leaves the client’s device, there are still risks associated with sharing model updates, as attackers may
attempt to infer sensitive information from them. PPFL aims to address these risks by applying techniques such as Differential
Privacy (DP), Secure Multi-Party Computation (SMPC), and Homomorphic Encryption (HE). These methods ensure that even
during model training and aggregation, individual data points remain private, making PPFL particularly useful in applications that
require stringent data protection, such as healthcare, finance, and government sectors.

3.1 Definition and Key Concepts

PPFL is based on the idea that privacy should be preserved not only at the data level but also during model training and
communication. Differential Privacy (DP) is a fundamental approach that introduces randomness (or noise) into the model updates,
making it statistically difficult to determine whether any single client contributed specific information. This ensures that even if an
adversary accesses the aggregated model updates, they cannot infer individual data points. Another key technique, Secure Multi-
Party Computation (SMPC), enables multiple parties to collaboratively compute functions on their private inputs without revealing
the inputs themselves. This allows FL participants to securely share model updates while keeping their original data confidential.
Lastly, Homomorphic Encryption (HE) allows computations to be performed on encrypted data, meaning that even the server
aggregating model updates cannot access their raw content. These three techniques, often used in combination, form the foundation
of PPFL.

3.2 Techniques in PPFL

One of the most commonly used techniques in PPFL is Differential Privacy (DP), which ensures that an individual client’s
contribution to the model remains undetectable. DP can be implemented using various mechanisms, including the Laplace
Mechanism, which adds Laplace-distributed noise to model updates, and the Gaussian Mechanism, which introduces Gaussian
noise to achieve a balance between privacy and model accuracy. Additionally, the Exponential Mechanism is used in cases where a
randomized selection is required, ensuring that outputs remain privacy-preserving while still being useful for model improvement.
By incorporating DP, FL models gain resilience against attacks attempting to reconstruct private client data from model updates.

Secure Multi-Party Computation (SMPC) is another critical approach that allows multiple clients to collectively train a
model without revealing their individual data. It operates through methods like Secret Sharing, where model updates are split into
multiple "shares" distributed among different parties, making it impossible for any single entity to access the complete information.
Oblivious Transfer further enhances privacy by allowing one party to send data to another without revealing which piece of data

e
14




Ananya Mehta / IJAIDSML, 3(3), 12-25, 2022

was transferred. Another advanced technique, Garbled Circuits, encrypts the entire computational process, ensuring that neither
inputs nor outputs can be exposed. SMPC is particularly useful when multiple organizations, such as hospitals or banks, collaborate
on a shared model while maintaining strict data confidentiality.

Homomorphic Encryption (HE) provides an additional layer of security by enabling computations on encrypted data
without the need for decryption. This means that even the central aggregation server can process model updates without accessing
their actual content. HE techniques include Fully Homomorphic Encryption (FHE), which supports both addition and
multiplication on encrypted data, allowing complex computations while maintaining privacy. Alternatively, Partially
Homomorphic Encryption (PHE) is a more efficient but limited approach that supports only one type of operation—either addition
or multiplication. Although HE ensures strong privacy guarantees, it comes with significant computational costs, making its real-
world deployment challenging.

3.3 Challenges in PPFL

Despite its powerful privacy guarantees, PPFL introduces several challenges that must be addressed for practical
implementation. One of the primary concerns is computational overhead, as cryptographic techniques such as HE and SMPC
require significant processing power, making FL training much slower compared to standard approaches. This is particularly
problematic in resource-constrained environments, such as mobile devices or edge computing networks, where computational
resources are limited. Additionally, communication overhead is another major hurdle, as privacy-preserving techniques often
require sending large encrypted messages between clients and the central server. This can lead to increased network latency,
bandwidth consumption, and delays in model convergence. Finally, usability remains a key issue, as implementing privacy-
preserving methods in FL systems requires deep expertise in cryptography, making it challenging for organizations without
specialized knowledge to adopt PPFL efficiently.

4. System Architecture
4.1 Overview

The architecture of the Privacy-Preserving Federated Learning (PPFL) system is designed to leverage cloud-based
infrastructure, ensuring scalability, security, and efficiency. By integrating AWS Cloud Services with NVIDIA FLARE, the system
provides a robust platform for distributed model training while maintaining strong privacy protections. The AWS Cloud Services
form the foundation of the system, hosting both the central server responsible for model aggregation and client nodes participating
in local training. NVIDIA FLARE facilitates federated learning operations, enabling seamless communication between the server
and clients while supporting various security mechanisms. The system is further reinforced with privacy-preserving techniques,
including Differential Privacy (DP), Secure Multi-Party Computation (SMPC), and Homomorphic Encryption (HE) to ensure that
no sensitive data is exposed during training.

The interactions between the federated server, federation participants, and the administrative tools required for managing
the FL system. At the core of the image is the federated server (hub), which manages the global model and communicates with the
federation participants (spokes) via gRPC. Each participant is responsible for maintaining a local model, which is privacy-
preserving and interacts with the federated server without revealing raw data.

The image also introduces two key administrative components:
1. Provision Tool: Responsible for distributing packages (such as model parameters or updates) across the system.
2. Admin Tool: Communicates with the federated server using a TCP connection, allowing for operational management
through the Admin API.

This diagram emphasizes the modular and extensible nature of NVIDIA FLARE, which supports a hub-and-spoke model
architecture. Each participant is depicted as a spoke, reinforcing the idea that local training occurs independently while the central
hub orchestrates model aggregation. The image demonstrates how AWS cloud services, NVIDIA FLARE, and privacy-preserving
techniques work together to manage and scale FL workloads.

4.2 AWS Cloud Services
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AWS provides a scalable and flexible cloud environment that serves as the backbone of the PPFL system. Amazon EC2
(Elastic Compute Cloud) offers on-demand computing power for both the FL server and client nodes. The FLARE server is hosted
on a high-performance EC2 instance capable of handling the aggregation and coordination of model updates, while client devices,
including smaller EC2 instances or edge devices, execute local training. This structure allows organizations to scale their FL
deployments dynamically.
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Fig 2: High-Level API Interaction in NVIDIA FLARE Federated Workflow

Additionally, Amazon S3 (Simple Storage Service) is utilized for storing key components of the FL process, such as
model parameters, aggregated updates, and encrypted local model updates. Clients can securely store their model updates before
sending them to the server, while the global model is stored and periodically updated in S3 for clients to access. The Amazon VPC
(Virtual Private Cloud) ensures that all communications within the FL network remain isolated from external threats. By
segmenting the FL system within a private network, AWS VPC enhances security, preventing unauthorized access and potential
attacks on sensitive model updates.

4.3 NVIDIA FLARE

NVIDIA FLARE is a powerful and flexible framework designed specifically for federated learning applications. Its
modular architecture allows developers to customize their FL workflows, integrate new algorithms, and optimize communication
protocols to fit their specific use cases. A key advantage of NVIDIA FLARE is its ability to scale across thousands of clients,
making it suitable for enterprise-level FL applications such as medical research, financial analysis, and autonomous systems.

Security is a major focus of NVIDIA FLARE, as it provides built-in support for Differential Privacy, Secure Multi-Party
Computation, and Homomorphic Encryption. These security mechanisms ensure that data privacy is preserved even when model
updates are exchanged between clients and the central server. Additionally, NVIDIA FLARE’s interoperability allows seamless
integration with AWS services, ensuring that FL workflows run efficiently while leveraging cloud-based security features.
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Fig 3: Architecture of the FLARE System

Federated learning infrastructure deployed on AWS using NVIDIA FLARE for privacy-preserving machine learning
across multiple medical institutions. The architecture involves three key entities: a Medical Research Center, a Community
Hospital Data Center, and a Cancer Treatment Center. Each institution has a FLARE Client, which enables it to participate in the
federated learning process without sharing private medical data directly. Instead of transferring raw data, these clients train models
locally and communicate only privacy-preserving model updates to a central FLARE Server hosted in the Medical Research
Center’s VPC. The FLARE Server VPC forms the backbone of this architecture, facilitating secure communication between
federated learning participants. It operates within a private subnet, ensuring controlled access through a security group. The
FLARE Server is further supported by an Auto Scaling Group (ASG) and a Network Load Balancer, which optimize performance
and reliability. The AWS Transit Gateway acts as a bridge between institutions, enabling gRPC-based communication between the
FLARE server and the participating FLARE clients. This setup ensures that medical institutions can collaborate efficiently while
keeping patient data within their respective infrastructures.

Each participating institution has a dedicated VPC with a FLARE Client, running in a private subnet behind a secure
firewall. These clients are designed to interact with the central FLARE server using gRPC while utilizing Amazon S3 endpoints to
store their private DICOM medical data. The system also integrates NVIDIA Deep Learning AMIs, ensuring that each participant
has access to optimized machine learning environments. Researchers at different institutions interact with the system through ML
Workstations, connecting securely to their local FLARE clients over TCP. The study owner or lead researcher manages the
federated learning workflow using an Admin Client Workstation, which issues commands and monitors the system. Security and
privacy are key aspects of this architecture. The VPN connection and customer gateway ensure that institutions like the
Community Hospital Data Center can securely integrate with the federated learning system. The image highlights how each entity
is isolated within its own secure network while still participating in a shared training process. This decentralized approach aligns
with the principles of privacy-preserving federated learning, as it prevents data breaches while enabling Al advancements in
medical research.
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4.4 Security Mechanisms

To ensure privacy preservation in federated learning, the PPFL system incorporates advanced security mechanisms,
including Differential Privacy (DP), Secure Multi-Party Computation (SMPC), and Homomorphic Encryption (HE). Differential
Privacy (DP) is implemented to obscure the contributions of individual clients during model updates. By adding controlled noise to
the aggregated model updates before sharing them with clients, DP prevents adversaries from identifying specific data points. The
noise level is determined by a privacy budget, which balances privacy protection with model accuracy. A lower privacy budget
provides stronger privacy guarantees but may reduce model performance. Secure Multi-Party Computation (SMPC) is utilized to
prevent the central server from accessing individual model updates while still enabling secure aggregation. In SMPC, clients split
their model updates into encrypted shares and send them to the server. The server, without learning any individual update,
combines these shares to compute the aggregated model. This ensures that even if the central server is compromised, it cannot
extract meaningful information from the updates.

Finally, Homomorphic Encryption (HE) is employed to allow computations on encrypted data. Clients encrypt their
model updates using a public encryption key before sending them to the server. The server then performs aggregation operations
on the encrypted data without decrypting it and returns the aggregated encrypted updates to clients. Only clients with the private
decryption key can decrypt the final model, ensuring end-to-end privacy protection. While HE provides strong security guarantees,
it comes with computational overhead, which may impact performance.

5. Implementation

The implementation of the Privacy-Preserving Federated Learning (PPFL) system involves setting up the necessary AWS
infrastructure, configuring NVIDIA FLARE, and integrating advanced privacy-preserving mechanisms into the federated learning
workflow. This setup ensures that clients can collaboratively train a global machine learning model while maintaining the privacy
of their local datasets. The process begins with configuring AWS resources to host the server and clients, followed by setting up
NVIDIA FLARE to facilitate federated learning operations. Once the system is fully deployed, the FL workflow executes in an
iterative manner, incorporating security mechanisms such as Differential Privacy (DP), Secure Multi-Party Computation (SMPC),
and Homomorphic Encryption (HE) to protect sensitive model updates.

5.1 System Setup
5.1.1 AWS Setup

To implement the system, the first step is to create an AWS account and configure an IAM user with the necessary
permissions to manage AWS services. Once the account is set up, an Amazon Virtual Private Cloud (VPC) is created, providing a
secure and isolated network for hosting both the FL server and the clients. The VPC is designed with public and private subnets,
where the FL server resides in the private subnet to minimize exposure to external threats, while necessary communication services
remain in the public subnet.

Next, Amazon EC2 instances are launched to host the FL server and clients. The server is deployed on a high-
performance EC2 instance, ensuring it has sufficient computational power to aggregate model updates and handle secure
computations. Meanwhile, client nodes are hosted on smaller EC2 instances or edge devices, allowing them to train local models
with their respective datasets. Additionally, an Amazon S3 bucket is set up to store the global model, aggregated updates, and
encrypted local model updates from clients. The integration of AWS security features, such as 1AM policies, security groups, and
encryption, further strengthens the protection of the system’s resources.

5.1.2 NVIDIA FLARE Setup

With the AWS infrastructure in place, the next step is to install and configure NVIDIA FLARE on both the server and
client instances. NVIDIA FLARE is a powerful FL framework that facilitates decentralized machine learning, allowing multiple
clients to participate in collaborative model training while ensuring their data remains private. The installation is performed
following NVIDIA’s official installation guide, ensuring compatibility with the cloud environment.
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Once installed, FLARE is configured to use the desired federated learning algorithm and communication protocol to

facilitate secure model exchange between the clients and the server. The system is further enhanced by integrating privacy-
preserving techniques, including DP, SMPC, and HE, directly into the FL workflow. NVIDIA FLARE’s built-in support for these
security mechanisms allows seamless encryption and secure computation, ensuring that model updates remain protected throughout
the training process.

5.2 Workflow

Once the system setup is complete, the PPFL workflow begins, following a structured four-step process: Initialization,

Local Training, Aggregation, and Iteration. This iterative process enables the global model to be continuously improved without
exposing the raw data of individual clients.

1.

Initialization: At the beginning of the federated learning process, the FL server initializes the global model and stores it
in Amazon S3. This ensures that clients can access the latest model whenever required. The server then distributes the
initial model to all participating clients, enabling them to begin local training on their respective datasets. This process
ensures that every client starts from the same baseline before performing model updates.

Local Training: During local training, each client trains the model using its own private dataset, refining the model based
on its specific data distribution. To enhance privacy, clients implement Differential Privacy (DP) by adding controlled
noise to their local model updates before sharing them with the server. This ensures that an adversary cannot infer
sensitive information from any individual update. In addition to DP, Secure Multi-Party Computation (SMPC) is
employed to further protect model updates. Instead of sending the raw updates directly to the server, each client splits its
model updates into multiple encrypted shares and distributes them to different parties, ensuring that no single party,
including the server, can reconstruct the original updates. Furthermore, Homomorphic Encryption (HE) is applied,
allowing clients to encrypt their model updates before transmission. Unlike traditional encryption, HE enables
computations to be performed directly on the encrypted data, ensuring that model aggregation can be executed without
decryption, thereby preserving client privacy.

Aggregation: Once all clients have submitted their model updates, the FL server performs secure aggregation. Using
SMPC techniques, the server combines the encrypted shares from clients to reconstruct the aggregated model update
while ensuring that individual contributions remain hidden. Additionally, HE allows the server to perform aggregation
directly on encrypted data, meaning that the server never needs to access the decrypted model updates. This guarantees
that even if the server is compromised, no meaningful client data can be extracted. To further enhance security, the server
applies Differential Privacy (DP) to the aggregated update, adding additional noise to obscure specific client
contributions. This ensures that the final update does not reveal sensitive information about any particular client.
Iteration: Once aggregation is complete, the server distributes the updated global model back to the clients. Each client
then updates its local model with the new global update, incorporating the improvements from other participants while
maintaining privacy. The entire process—Iocal training, aggregation, and iteration—is repeated for multiple rounds until
the model reaches convergence or achieves the desired level of accuracy.

The task orchestration within the PPFL system using AWS and NVIDIA FLARE. It depicts the Federated Server on AWS as
the central coordination point responsible for handling various data tasks. Each participant is equipped with a worker that
executes tasks, processes local data, and sends back privacy-preserved results. The image highlights the task flow between the
federated server and the participants. The process begins with the Admin Client CLI checking the system’s status and
submitting tasks. The server retrieves tasks, assigns them to the appropriate participant (worker), and filters data tasks to
ensure privacy compliance. Once the workers execute the task, the results are filtered for privacy and returned to the server.
This iterative cycle continues until model convergence is achieved. This diagram clarifies the end-to-end workflow,
showcasing how tasks are distributed, executed, and aggregated securely. It also emphasizes the use of privacy filters at
multiple stages to ensure that no sensitive information leaks during the training process. Including this image in the workflow
section enhances the reader’s understanding of the operational details behind the PPFL system and the orchestration of model
training across distributed participants.
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Fig 4: Interaction Between Controller and Worker Tasks in FLARE Server-Client Communication

5.3 Algorithm

The following algorithm summarizes the PPFL workflow:

def federated_learning(server, clients, num_rounds, privacy_budget):

# Initialize the global model
global_model = initialize_model()
for round in range(num_rounds):

# Send the global model to the clients

for client in clients:

client.receive_model(global_model)

# Local training and privacy-preserving updates

client_updates =[]
for client in clients:

local_update = client.train_model()
noisy_update = apply_differential_privacy(local_update, privacy budget)
encrypted_update = encrypt_update(noisy_update)
client_updates.append(encrypted_update)

# Secure aggregation

aggregated_update = secure_aggregation(client_updates)

# Update the global model

global_model = update_model(global_model, aggregated_update)
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return global_model

def initialize_model():
# Initialize the global model
return Model()

def apply_differential_privacy(update, privacy_budget):
# Add noise to the update using differential privacy
noise = generate_noise(privacy_budget)
return update + noise

def encrypt_update(update):
# Encrypt the update using homomorphic encryption
return encrypt(update)

def secure_aggregation(updates):
# Aggregate the updates using secure multi-party computation
return aggregate(updates)

def update_model(global_model, aggregated_update):
# Update the global model with the aggregated update
return global_model + aggregated update

6. Case Study: Privacy-Preserving Federated Learning in Healthcare

The Privacy-Preserving Federated Learning (PPFL) system is designed to enable multiple healthcare institutions to
collaboratively train a predictive model for disease diagnosis without exposing sensitive patient data. This case study explores the
real-world application of PPFL in a healthcare setting, assessing its effectiveness in terms of model accuracy, privacy protection,
and computational efficiency. Given the strict regulatory landscape in healthcare, including compliance requirements such as
HIPAA (Health Insurance Portability and Accountability Act) and GDPR (General Data Protection Regulation), PPFL presents a
viable solution that allows hospitals to benefit from collective learning while ensuring strict privacy guarantees.

6.1 Problem Statement

In the healthcare sector, hospitals collect vast amounts of patient data, including demographic details, laboratory test
results, and diagnostic labels. These datasets are highly valuable for training machine learning models capable of predicting
diseases, improving early diagnosis, and optimizing treatment plans. However, traditional centralized machine learning approaches
require aggregating data from multiple institutions into a single location, which creates significant privacy risks. Hospitals are often
reluctant or legally restricted from sharing raw patient data due to the potential for data breaches, re-identification attacks, and
regulatory non-compliance. To address these challenges, PPFL enables hospitals to collaboratively train a machine learning model
without exchanging raw patient data. Instead of centralizing the data, each hospital trains a local model on its own dataset and
shares only model updates (gradients or parameters) with a central server. These updates are securely aggregated using advanced
cryptographic techniques such as Secure Multi-Party Computation (SMPC), Homomorphic Encryption (HE), and Differential
Privacy (DP). This approach ensures that hospitals can leverage insights from a shared model while maintaining the confidentiality
of their patient records.

6.2 Data and Setup
6.2.1. Data
Dataset used for this case study consists of patient records from 10 different hospitals, each contributing data reflecting its
unique patient demographics and disease distributions. The data includes the following attributes:
e Demographic details (age, gender, medical history)
e Laboratory test results (e.g., blood pressure, glucose levels, cholesterol levels)
o Diagnosis labels (indicating whether a patient has a specific disease)
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Each hospital has a non-identically distributed dataset, meaning that disease prevalence and demographic variations differ across
institutions. This setup closely mirrors real-world healthcare environments, where regional and institutional differences in medical
data are common. Such heterogeneous data distributions present challenges for federated learning, as the model must generalize
across diverse patient populations.

6.2.2. Model
For this study, a logistic regression model was selected for disease prediction. Logistic regression is widely used in
healthcare applications due to its:
e Interpretability — Medical professionals can easily understand and validate the model’s predictions.
e Computational efficiency — The model can be trained quickly even in a federated setup, making it suitable for real-time
applications.
The goal of the model is to classify whether a patient has a particular disease based on their medical history and test results.

6.2.3. System Configuration

The federated learning setup consists of;

e Clients: 10 hospitals, each acting as a federated learning node that trains a local model on its own data.

e Server: A high-performance AWS EC2 instance responsible for securely aggregating model updates from the hospitals.

e Communication: Secure data exchanges take place over an AWS Virtual Private Cloud (VPC) to prevent unauthorized
access and ensure encrypted transmission of model updates.

e Privacy Budget: Differential Privacy (DP) is applied with £ = 1.0, ensuring a balance between privacy preservation and
model utility by introducing controlled noise into the updates.

6.3 Results
6.3.1 Model Accuracy

The PPFL system achieved an accuracy of 85% on the disease prediction task, demonstrating that privacy-preserving
federated learning can deliver results comparable to a traditional centralized model trained on combined hospital data. This
indicates that PPFL can maintain high predictive performance without requiring hospitals to share their raw datasets.
The model converged efficiently within a reasonable number of federated learning rounds, suggesting that cryptographic
techniques such as secure aggregation and differential privacy did not significantly degrade the model's ability to learn meaningful
patterns. This is a critical finding, as privacy-preserving techniques often introduce noise or computational overhead that can affect
model performance. However, in this case, the system was able to balance privacy and utility effectively.

6.3.2 Privacy Protection

The primary advantage of PPFL is its strong privacy guarantees, which were ensured through the integration of multiple

cryptographic techniques:

e Secure Multi-Party Computation (SMPC): This method splits each hospital’s model updates into multiple encrypted
shares and distributes them across different computation nodes. This ensures that no single entity (including the central
server) can reconstruct the original updates, preventing data leakage.

o Homomorphic Encryption (HE): This encryption scheme allows mathematical operations to be performed directly on
encrypted model updates, meaning that even the central server processing the updates cannot view the underlying patient
data.

o Differential Privacy (DP): Statistical noise was added to model updates before aggregation, ensuring that an attacker could
not infer sensitive details about any individual hospital’s dataset. This technique significantly reduces the risk of
membership inference attacks, where adversaries attempt to determine if a specific patient’s data was used in the training
process.

A privacy evaluation was conducted by analyzing the potential for information leakage in the aggregated model updates.
The results confirmed that no meaningful patient data could be reconstructed from the shared model parameters, making the system
highly resilient to adversarial attacks and data breaches.

6.3.3 Computational and Communication Overhead

One of the key challenges in federated learning is the increased computational and communication costs introduced by
privacy-preserving techniques. Unlike standard federated learning, which only transmits model updates, PPFL incorporates
encryption, secure computation, and noise addition, leading to additional processing requirements.
The performance results showed:
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e Average training time per round: 15 minutes, which includes local model updates and secure encryption of model

parameters before transmission.

e  Average communication time per round: 5 minutes, reflecting the additional overhead from secure aggregation protocols.
While these cryptographic enhancements introduced some delay compared to standard federated learning, the overall system
performance remained within acceptable limits. The study demonstrated that PPFL is a practical solution for privacy-sensitive
applications, as the additional computational and communication costs did not outweigh the privacy and security benefits.

Table 1: Model Accuracy Comparison

Method Test Accuracy (%)
Centralized 86.5
Federated 85.0
PPFL (DP) 84.5
PPFL (SMPC) 84.0
PPFL (HE) 83.5
Table 2: Computational and Communication Overhead
Method Training Time (min/round) | Communication Time (min/round)

Centralized 10 2

Federated 12 3

PPFL (DP) 15 5

PPFL (SMPC) 18 7

PPFL (HE) 20 8

Table 3: Privacy Budget (¢) and Model Accuracy

Privacy Budget (g) Test Accuracy (%)
0.5 82.0
1.0 84.5
15 85.5
2.0 86.0

7. Discussion

The implementation of Privacy-Preserving Federated Learning (PPFL) on AWS using NVIDIA FLARE demonstrates a
robust and scalable approach to training machine learning models while ensuring data privacy. This section discusses the
advantages of the system, the challenges it faces, and potential future directions for improving PPFL solutions.

7.1 Advantages

One of the most significant advantages of the proposed PPFL system is its strong privacy protection. By integrating
Differential Privacy (DP), Secure Multi-Party Computation (SMPC), and Homomorphic Encryption (HE), the system ensures that
raw client data never leaves local devices and that model updates remain secure throughout the training process. This makes the
system highly suitable for privacy-sensitive applications such as healthcare, finance, and 10T, where data confidentiality is crucial.
Another advantage is scalability. Leveraging AWS cloud infrastructure, the system can efficiently scale to thousands of clients
without performance bottlenecks. The use of Amazon EC2 for compute resources, Amazon S3 for storage, and Amazon VPC for
secure communication ensures that the system remains highly available and resilient, even in large-scale deployments. NVIDIA
FLARE further enhances scalability by providing optimized FL algorithms and communication protocols. The system also offers
flexibility, thanks to the modular design of NVIDIA FLARE. Developers can easily integrate custom machine learning models,
security mechanisms, and optimization techniques to tailor the PPFL system for specific use cases. This adaptability makes it a
versatile framework for organizations that need customized federated learning solutions.
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7.2 Challenges

Despite its advantages, the PPFL system also presents several technical and practical challenges. One of the key issues is
computational overhead. The use of advanced cryptographic techniques such as HE and SMPC significantly increases the
computational burden on both clients and the server. This is especially problematic for resource-constrained devices (e.g., mobile
phones, edge devices), where computational power is limited. Large models and complex datasets further exacerbate processing
delays, potentially slowing down the training process. Another challenge is communication overhead. The need to exchange
encrypted model updates and conduct secure computations leads to increased bandwidth consumption. This can be problematic in
high-latency or low-bandwidth environments, where network constraints may slow down model convergence. Optimizing
communication-efficient aggregation techniques is crucial to making PPFL more practical for real-world applications. Finally,
usability remains a concern. Implementing and managing a PPFL system requires specialized knowledge in cryptography, secure
computation, and federated learning. Many organizations may lack the expertise to deploy such systems effectively. Developing
user-friendly interfaces and automation tools is essential to lower the barrier to entry and enable wider adoption of PPFL in
industries beyond research labs.

7.3 Future Directions

To address these challenges, future research and development efforts can focus on improving the efficiency and
accessibility of PPFL systems. One promising direction is the development of more efficient cryptographic techniques. Researchers
can explore optimized HE schemes, lightweight SMPC protocols, and adaptive DP mechanisms to reduce computational and
communication overhead without compromising privacy guarantees. Another potential improvement lies in hybrid approaches that
combine multiple privacy-preserving techniques to achieve a better balance between privacy and performance. For example,
combining DP with encrypted aggregation could allow for privacy-aware training with lower encryption costs. Additionally,
leveraging federated distillation—where clients train smaller, compressed models could help reduce computational demands while
preserving accuracy. Furthermore, developing user-friendly tools for PPFL implementation is essential. This includes automated
deployment scripts, visualization dashboards, and pre-configured cloud environments that allow non-experts to easily configure
and manage federated learning workflows. Improving developer documentation and training resources could also help
organizations adopt PPFL solutions more effectively.

8. Conclusion

Privacy-Preserving Federated Learning (PPFL) is an innovative approach to training machine learning models while
protecting client data from exposure. By integrating privacy-preserving techniques such as Differential Privacy (DP), Secure Multi-
Party Computation (SMPC), and Homomorphic Encryption (HE), PPFL enables organizations to collaborate on Al model training
without compromising data confidentiality. The proposed PPFL system on AWS using NVIDIA FLARE showcases a scalable and
secure federated learning framework. AWS cloud services provide the necessary computing power, storage, and networking
capabilities to support large-scale federated learning applications, while NVIDIA FLARE offers optimized FL algorithms and
privacy mechanisms. Through a healthcare case study, the system demonstrated high model accuracy (85%), strong privacy
guarantees, and acceptable computational performance.

Despite its promise, PPFL still faces technical challenges related to computational efficiency, communication overhead,
and system complexity. Future research should focus on developing more efficient cryptographic techniques, exploring hybrid
privacy-preserving approaches, and creating user-friendly tools to enable wider adoption. As privacy regulations continue to
tighten worldwide, PPFL will become increasingly important for organizations that need to leverage Al while complying with
strict data protection laws. The integration of PPFL with cloud platforms like AWS and frameworks like NVIDIA FLARE
represents a significant step toward scalable, secure, and privacy-conscious Al development.
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