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Abstract - Network virtualization and Software-defined networking (SDN) is regarded as a breakthrough technology
that has significantly altered factory communication systems. In the 10T scenario, such technologies are the ones that
provide the power of a highly versatile, scalable, and smart network architecture that can cater to the various
industrial requirements. Through virtualization, physical resources are transformed into virtual machines, containers,
and virtual network functions, thus cutting down the cost of resource utilization, increasing the number of users and
providing quick access to the services in distributed industrial environments. SDN does the same thing by isolating
control from the network nodes and data planes. The combination of both these technologies is what makes the virtual
network embedding, secure multi-tenancy, dynamic slicing, and edge-fog-cloud orchestration essential for industrial
automation happen together. The integration of these technologies improves the overall performance by making it
more reliable, reducing the operational complexity, providing stronger security, and enabling the usage and storage
of digital twins for predictive maintenance and real-time monitoring. In summary, SDN provides the foundation for
highly resilient, adaptive, future-oriented Il1oT systems and network virtualization.

Keywords - Network Virtualization, Software-Defined Networking (SDN), Industrial Internet of Things (l1oT), Virtual
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1. Introduction

The “Internet of Things” (IoT) refers to scenarios where sensors and objects that are not computer-defined are provided
network connectivity and computational power to generate, transmit, and consume data with the bare minimum intervention of
human assistance [1]. The 10T encompasses a wide range of things, including consumer products, durable goods, industry and
utility components, sensors, autos, and transportation [2]. 10T has several new opportunities regarding critical infrastructure and
industrial implementation, which, however, also come with some challenges [3]. The rate at which IoT devices are proliferating
inside the 10T ecosystem has accelerated due to the growing reliance on network-connected technology in daily life [4].
Nonetheless, numerous 10T elements are likely to provide a range of benefits in efficiency and automation, and they also
introduce new issues, including scalability to support the massive scale of devices and data volume.

Virtualization, also known as notarization, is software-based logical abstraction of a network's underlying hardware
components [5]. The abstraction makes it easier to manage, upgrade, and adjust jobs by separating control from hardware.
Virtualisation and virtual infrastructure technologies are not disruptive because they don't significantly change user experiences.
The advantage of virtual infrastructure, however, is that it is able to effectively control the pooled resources across the company
so that the IT managers and administrators can respond to the changing circumstances faster. Administrative requirements and to
make effective use of infrastructural investments [6].

NFV is an example of how virtualization methods may be used to decouple network services defined as software from the
underlying hardware [7]. NFV benefits both network consumers and operators regarding the pricing of network services and
services deployment because on-demand network features and services may be quickly created and provided at a reasonable
price using commodity hardware [8], as SDN-fog integration has developed to process low-latency, secure communication
schemes, and next-generation industrial wireless networks, and virtualized architecture has been developed to support digital
twins, intelligent sensing, and cross-domain interoperability.

In this survey, the network virtualization and SDN methods in the 110T setting are extensively reviewed with a focus on the
facilitating technologies, architectural tendencies, areas of application, and unresolved research problems. This is aimed at
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providing a systematic insight into the existing developments and outlining the future prospects of developing efficient, secure
and programmable industrial networking infrastructures.

1.1. Structure of the Paper

The paper is organized as follows: Section Il discusses Network Virtualization, including concepts, Section 111 focuses on
SDN concepts and Architecture, Section IV Integration of Network Virtualization and SDN for 10T, Section V provides a
literature review of recent studies, Section VI concludes the report and offers next research directions

2. Network Virtualization: Concepts and Enabling Technologies.

Virtualization can be defined as a layer of indirection between the abstract view and the implementation of resources. First
by thinking about the conventional network scenario. In this scenario, these many gadgets are dispersed over the whole
network. Because each device has fixed network capabilities, the location of devices inside the network must be carefully
evaluated [9]. These network devices must be reorganized, reconnected, and reconfigured separately if the network structure has
to be updated over time to satisfy new demands. However, Figure. 1 illustrates the concept of future network topologies that
primarily implement software virtualization. It is evident that the majority of the infrastructure consists of a hardware pool
consisting of a bank of COTS servers and switches. Software-created virtual network functions use a common interface to
access underlying hardware.
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Service providers may test new concepts without suffering major service interruptions thanks to the ability of virtual
network devices established on a COTS-based server pool to be programmed. Network capacity is boosted by adding more
COTS servers to the current server pool. These software-implemented network operations are the foundation of virtual networks,
which are very adaptable and readily accommodate reconfigurations and new network architectures.

2.1. Types of Network Virtualization.
Network Virtualization includes technologies like VLANs, VXLANs, SDN overlays and NFV that abstract resources.
These types enable a flexible, isolated, and scalable virtual network.

2.1.1. Network Function Virtualization (NFV)

An NFV architecture is used to accomplish function virtualization. Figure. 2 depicts a typical NFV architecture which
creates communication services and provides connectivity by virtualizing everything with IT virtualization technology, network
node functions are split into a set of building pieces [10]. Network Function Virtualization Infrastructure (NFVI), Network
Function Virtualization Management and Orchestration architecture framework (NFVMANO), and Virtual Network Function
(VNF) are its three fundamental components. NFV applies software, which is executed on NFVI, to perform network activities
[11]. VNFs, which manage certain network functions operating on top of the hardware architecture, are typically used to
implement these network services. NFVI is made up of processors, virtualization software, and both real and virtual storage. The
NFV-MANO architectural architecture is made up of reference points and interfaces to specific VNFs and NFVI components.
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Fig 2: A Generic NFV Modular Structure

2.1.2.Network Device Virtual

The Switch virtualization is the process of data-plane virtualization of a switch employing logical abstractions among its
components, or simply the functionality to be carried out across several operating systems. Virtualization tries to hide the actual
features of a computer platform from users and offer an abstract platform that creates VNFs specific rules that switches must
follow. A control program, often known as a hypervisor, is the software that manages virtualization [12]. In a similar line, sensor
virtualization makes it easy for apps to use 10T resources through open APIs and enables software abstraction of external 10T
devices. Any sensor device may be transparently located as a virtual switch by a virtual sensor using Zeroconf or comparable
APIs.

2.1.3. Virtual Network Embedding (VNE)

The assignment of virtual nodes and virtual connections, together with their resource needs, to a shared physical substrate
consisting of servers, switches, and communication links is referred to as VNE. In the case of IloT environments, VNE plays a
crucial role since diverse industrial applications with strict latency, QoS, and bandwidth demands must share limited resources at
the edge-fog-cloud level [13]. Current VNE solutions comprise optimal ILP/MILP formulations for small-scale scenarios,
heuristic and greedy algorithms for scalable approaches, metaheuristics for complex mappings, and dynamic schemes that
respond to time-varying workloads.

Typically, the evaluations are carried out based on the parameters of acceptance ratio, revenue-to-cost ratio, resource
utilization, latency, and reconfiguration overhead, utilizing either synthetic VN traces or edge/fog-aware testbeds [14]. The
major challenges are real-time online embedding, joint computation-network optimization, energy and reliability-aware
mapping, security in multi-tenant environments, and scalable orchestration for quick reconfiguration. A novel routes algebra
technique was used to coordinate node and link mapping VNE. coordinated VNE node and link mapping with a novel route’s
algebra technique.

2.2. Virtualized Industrial Networks and Digital Twins

A flexible, software-defined communication infrastructure where all industrial devices, services, and control functions are
isolated from the hardware is now feasible thanks to the virtualization of industrial networks. The latter also serves as the
foundation for the deployment of Digital Twins, which are virtual replicas of actual machinery, procedures, or even entire
industrial systems that consistently reflect their current operational conditions. The virtualized industrial networks are able to
achieve dynamic network slice provisioning, low-latency communication, and scalable data processing, all of which are critical
for precise and responsive Digital Twin operations by integrating SDN, NFV, and edge-fog-cloud resources.

Virtualized networks eventually be necessary for Digital Twins to obtain real-time telemetry, do predictive analytics, mimic
system behaviour, and communicate prompt control instructions. By combining these technologies and techniques, industrial
automation is transformed, remote monitoring and diagnostics are made easier, resource utilization is optimized, and quick
reconfiguration is supported without interfering with physical operations. Ultimately, this results in 10T environments that are
more resilient, intelligent, and effective.

2.3. Benefits of challenges of Virtualization in 11oT
There are several benefits and challenges in virtualization in 10T are as follows:
e Transforming hardware into VMs, containers, or VNFs virtualization fully utilizes heterogenous 10T computing,
storage, and network resources, which are thus very efficient to share. Moreover, this scaling of workloads according to
real-time demand leads to a cut in infrastructure costs and the support of elastic large-scale industrial automation.
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e Virtualized environments offer the chance to quickly make settings for and change the applications, edge functions, and
network services. These changes are very important for flexible manufacturing systems (FMS), wherein the production
lines require very fast adjustments brought about by the changes in the products.

e Through virtualization, physical separation is offered between different 10T processes that are critical to the mission.
One of the virtual components going down does not bring down the others, thus making it possible to have a strong
fault tolerance. Snapshotting and live migration, in turn, facilitate redundancy, high availability, and proactive disaster
recovery in industrial systems.

e It is a common occurrence for industrial plants to have several apps running monitoring, control, analytics using the
same hardware. With virtualization, secure multi-tenancy with overheads almost reduced to nothing is allowed, thus
making it possible to merge workloads onto a lower number of physical devices while at the same time cutting down on
operational expenditures.

e Virtualization, by unlinking hardware from software, makes the processes of updating, patching, and carrying out
maintenance easier. It is possible to move or copy the virtualized 10T applications across nodes reducing the downtime
and guaranteeing the continuation of production in the areas of continuous production.

e isolation, but at the same time, hypervisors and containers have created new attack surfaces. The tenants of a multi-
tenant model may inadvertently share the vulnerabilities of the 10T through side-channel attacks, VM escape attacks,
and unauthorized movements within the virtual network.

e |loT installations are dispersed across different places and consist of the edge, fog, and cloud layers [15]. It is going to
be a very tricky job to manage the virtual machines, virtual networks, and orchestration tools with the increasing
number of devices.

e There are many IloT edge nodes which have very low CPU, memory, and energy capability. The virtualization
workload especially the full VMs would be too much for the resources and life of the battery reduced. The lightweight
virtualization is still under development to provide full support for industrial-grade reliability.

3. Software-Defined Networking (Sdn): Concepts and Architecture.

SDNs divide the network control logic (the control plane) from the underlying switches and routers that route traffic (the
data plane). By separating the control and data planes and putting the control logic into a logically centralized controller,
network switches may be reduced to basic forwarding devices that enable policy enforcement, network (re)configuration, and
evolution. Therefore, SDNs' capacity to directly create networks is their most fascinating and potentially profitable feature [16].
Around 2010, SDNs gained popularity in cloud and enterprise networks. As far as are aware, SDN technologies are novel in the
field of industrial automation. SDNs provide repeatable designs and configurations that enhance system efficiency.

SDNs offer assured temporal behavior for real-time communication, complementing and expanding upon technologies including
wireless, network, and industrial Ethernet, SDNs are characterized by:

¢ Disconnecting the network devices' data and control planes.

e  The provision of programmability in network services.

e Making judgements about forwarding centered more on flow than destination.

e A controller or Network Operating System (NOS) are examples of an external networked components that host control

logic.
e  Communicating with the underlying data plane devices with NOS-based software.

3.1. SDN Architecture and OpenFlow Protocol

Compared to controllers in traditional networks, network operators may be able to regulate flows more accurately with SDN
architecture and the OpenFlow protocol. The longest destination IP prefixes, destination MAC addresses, and combinations of
IP addresses and TCP/UDP port numbers are the attribute combinations in the packet header that are most likely to be used to
regulate flows (or packets) in a normal network [17]. SDN simplifies the control of flows through a Controller-Data Plane
Interface (C-DPI) through other packet header attributes, including the OpenFlow protocol. Separating the SDN architecture in a
vertical manner, Figure 3 illustrates how the Open Networking Foundation (ONF)1 splits it into three main planes.
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Fig 3: Architecture of SDN

3.1.1. Data Plane

The bottom plane, sometimes called data plane, consists of network hardware that consists of routers, physical switches, and
virtual switches as well as access points. These devices may be accessed and controlled by SDN controllers using C-DPIs.
Secure connections, including TLS, may be utilized for communication between the network components and the controller or
controllers. The most used standard C-DPI for data plane device and controller communication is the OpenFlow protocol.

3.1.2. Control Plane

A collection of SDN software-based SDN controllers that enable control functionality to track network forwarding behavior
using C-DPI is known as an SDN control plane. Its interfaces enable communication between controllers and network
equipment (C-DPI), between controllers and applications (Application-Controller Plane Interface, or A CPI), and between
controllers in a control plane (Intermediate-Controller Plane Interface, or ICPI, optionally secured through TLS). Network
applications and services can communicate with one or more controllers for network security, administration, etc., thanks to an
A-CPI2 [18]. The two main components of a controller are control logic and functional components. To control the behaviors of
the controllers, there are many functional units of controllers, including Coordinator, Virtualize, etc. In addition, Application
networking needs are converted into network element resources by SDN control logic in a controller.

3.1.3. Application Plane

One or more end-user apps (security, visualization, etc.) make up an SDN application plane that communicate with a
controller or controllers to make internal decisions using an abstract network view. These programs use an open A-CPI (such as
a REST API) to interact with the controller or controllers. An SDN application consists of an A-CPI Driver and an SDN App
Logic.

The three essential components of a switch in an SDN network that uses switches with OpenFlow capabilities are the Flow
table, the Secure Channel, and the OpenFlow Protocol. An OpenFlow switch contains a list of flow entries in several flow tables.
The interface that allows a remote controller to connect to data-plane components is called Secure Channel. The controller uses
the secure channel to operate and configure switches.To put up a new flow rule in SDN, Reactive, proactive, and hybrid are the
three ways in which a controller can function.

3.1.4. Reactive Mode

A network device (such as a switch) is in reactive mode; it retrieves a flow rule from its flow tables upon receiving a new
packet. If the flow cannot be matched, the controller selects how to treat the packet after obtaining it from the switch via CDPI.
After processing the packet in compliance with network requirements, a flow entry is prepared by the controller and forwarded
to the network device.

3.1.5. Proactive Mode

The switches' flow tables are updated in the proactive mode prior to the arrival of fresh flows. When a switch receives a
packet, it already knows how it should be handled. In this instance, there is no flow rule setup procedure involving the
controller.
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3.1.6. Hybrid Mode

If a controller is in the hybrid mode, it benefits from both proactive and reactive modes. data plane devices may have
specific flow entries installed proactively by network administrators, while the controller or controllers may react to incoming
traffic by adding, removing, or updating flow entries.

4. Integration Of Network Virtualization And Sdn For liot.

The 10T is a network of sensors, actuators, and smart devices that are connected to one another over the Internet and employ
embedded technology to interact and communicate with their environment. Connection and administration are two of the largest
challenges to the implementation of the 10T. 10T solutions are often developed with a specific technology and aim. 10T relates to
any gadget or large-scale machinery, building, and industries, appliances, body sensors, and cloud computing. The forecasts
indicate the untapped market worth of IoT technologies and devices are estimated at $14 trillion by 2021 because it has
fundamentally permeated all aspects of life. Other hardware vendors such as Apple, Cisco, Samsung and others have also
invested heavily in some of the 10Ts areas.

The loT idea NFV is where network virtualisation first emerged in relation to SDN and cloud computing. Functionality in
real-devices can be just developed as a software bundle and easily sent to the cloud by NFV. IoT is integrated into commonplace
things for remote monitoring and control, and it makes it possible for tiny sensing and communication devices to be linked to the
Internet [19]. The development of SDN theory, which allows for horizontal expansion with distributed SDN controllers and
separates the control and data planes.
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Fig 4: Conceptual View of a Virtualized lot Network.

As with virtual machines and virtualized network activities, a cloud-based virtual representation of 10T devices, also known
as virtual objects, might. The conceptual formation of virtual 10T networks is shown in Figure 4, and the progression of different
types of networks is summarized. Traditional physical networks are denoted as Type-1, where routing is done individually at
each router, making it hard to scale. In Type-2, the standard network model is split into control and data planes, enabling SDN
implementation. A centralized controller could efficiently manage the network configurations. Type-3 illustrates virtualized loT
networks, which involve creating virtual objects in the cloud that connect devices, thereby providing greater flexibility and
scalability.

4.1. Software-Defined Network-Based (SDN) loT

The concept of SDN based 10T proposes applying SDN principles to the 10T environment to increase data delivery and
routing efficiency, network administration, and resource distribution to satisfy the growing needs of the 10T systems used in
contemporary applications [20]. SDN solutions attempt to overcome a number of constraints of the conventional loT
networking, such as heterogeneity of devices, interoperability issues, scalability issues, inefficient service deployment, slowness
of adapting to new services, as well as limited guarantees to user experience, such as minimum bandwidth guarantees.

To address these issues, numerous SDN-based 10T architecture solutions, including the AR2500 Series agile 10T gateways,
have been made available both commercially and in the literature. These solutions are further broadened by academic research,
and they may be classified in general as architectural, security and management oriented [21]. The control plane monitors
network traffic and policy enforcement, whereas the data plane manages packet forwarding in conformity with controller-
defined regulations [22]. The SDN-10oT solutions that are management-focused characterize the interaction of the applications in
the administration layer with the control plane, enabling coordinated and policy-based control mechanisms that are managed by
both administrative users and the SDN controller.
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4.2. Applications and Use Cases in Industrial 10T.

10T Applications is becoming increasingly important in many use case applications. Benefits are obtained on a modest to

large scale. A quick overview of some of these application cases and their advantages for various sectors is provided below.

e Hospitals & Healthcare: In addition to remote monitoring, 10T applications in hospital settings and e-health systems
provide an automated healthcare environment. This process makes use of several 10T devices, including smart
watches, wearable sensors and data collectors, linked inhalers, monitoring cameras, ingestible sensors, smart insulin
delivery systems, and connected ambulances.

o Intelligent Transportation Systems: In this field, 10T applications have a variety of purposes. For effective parking
management solutions, sensors are employed to get data on available parking spaces [23]. Alongside roadways, a smart
signboard with an Internet connection may distribute emergency information. Businesses can identify and keep an eye
on fleets of vehicles and other mobile assets with ease thanks to asset monitoring. Fleet management assists
transportation firms in lowering the risks associated with vehicle investments.

e Industrial Automation & Supply Chain: Industrial automation automates the supply chain process by utilizing loT
technologies and artificial intelligence. Logistics are optimized, inventory levels are maintained, quality problems are
avoided, and theft is detected when supply chain and asset tracking are combined. Smart machines and other intelligent
manufacturing systems have a big impact on Industry 4.0 production lines.

e Smart Homes: In these kinds of applications, 10T offers a whole intelligent ecosystem for linked devices, from security
and safety to lighting management. Human engagement often takes place via a smart central hub or gateway, which in
turn regulates device automation.

5. Literature Review

This literature summary outlines key advancements in SDN-enabled 10T, including SDN-fog integration for low-latency
networking, strengthened security using Software Defined Perimeter and Physical Layer Security, and adaptive communication
techniques for improved QoS. It also highlights challenges in secure wireless connectivity and controller reliability, pointing to
the need for continued optimization of SDN-driven 10T systems.

Bedhief et al. (2019) flexible as well as dynamic system design management is made possible with the advancement of
SDN theory, which allows for horizontal expansion with distributed SDN controllers and separates the control and data planes.
Furthermore, fog computing has lately emerged as the optimum solution for 10T devices that offer rapid processing with
acceptable latency. They suggest integrating SDN as well as fog computing in this new, dynamic, developing environment to
offer a scalable, adaptable system that provides the low latency needed for 10T scenarios. More specifically, they describe the
topology of their suggested Fog node improved by SDN after presenting a revolutionary 10T architecture based on SDN-Fog
[24].

O’Raw, Laverty and Morrow (2019) Software Defined Networks (SDN) offer defence against remote assaults that take
advantage of local area networks. Applying similar ideas to the WAN might enhance performance as well as availability while
offering detailed information on connection attributes. In order to prevent unauthorised remote access, 10T devices can stratify
their connections by system using concepts like the Software Defined Perimeter. Lastly, assaults on the device's integrity or the
privacy and security of its communications may be prevented by the division of labour at the 110T device. There is further work
to be carried out on DDoS mitigation [25].

Petroulakis et al. (2019) the architectural layout of the Semiotics framework which handles those problems is described in
this study. Particularly, an outline of the proper realisation processes is provided together with the functional elements of the
suggested design. In order to illustrate how the suggested design may be used to various 10T -enabled systems, in the end, They
map one horizontal in the domain of intelligent sensing use, which includes smart objects, devices, and networks, and two
verticals in the domains of energy and health care [26].

Lipps et al. (2019) they want to provide a method for wireless networks' SKG. They primarily emphasise on the application
of the PhySec paradigm to NGMN, including the impending 5G or LTE+. This article presents an LTE testbed to assess the
suitability of the cellular channel PUF approach for protecting the next generation of industrial wireless networks. In addition,
initial findings are shown and contrasted with WLAN-PhySec results [27].

Li et al. (2018) if the coarse-grained approach is not feasible in the extreme deadline scenario, an adaptive power
mechanism is employed in a fine-grained method to provide an effective transmission link with minimal delay. Lastly,
simulation is employed to test the recommended strategy's success. The results show that the recommended methodology
outperforms similar approaches in terms of download time, PDD, goodput, throughput, and average time delay. Therefore, the
suggested approach offers a superior 10T data transfer option [28].

Baddeley et al. (2017) suggests isolating the SDN control cost by creating customized forwarding channels over TSCH
systems using 6TiSCH tracks, a Layer-2 slicing mechanism. By employing the characteristics of 6TiSCH tracks, a predictable,
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low-latency connection to the SDN controller is made possible, in addition to preventing control traffic from impairing the
efficiency of additional data flows. They first show how SDN control traffic affects app information flows throughout a 6TiSCH
network using their own lightweight SDN implementation for Contiki OS [29].

A comparison of recent research on SDN and network virtualization in 11oT is shown in Table I, outlining each work’s

focus, application domain, addressed challenges, and evaluation methods across industrial networking and security contexts.

Table 1: Existing Literature On Software-Defined Networking (SDN) In Industrial lot (liot)

Author Focus / Contribution Application Problem Addressed Simulation / Evaluation
Domain Method
Bedhiefetal., | Integration of SDN and Industrial 10T Need for flexible, low- Conceptual architecture and
(2019) Fog computing for lloT (oT), Fog latency, and scalable SDN-enhanced Fog node
Computing, SDN network architecture for design (no specific
lloT simulation mentioned)
O’Raw, Security improvements 10T Security, Remote attack mitigation, No simulation — theoretical
Laverty & using SDN concepts WAN/LAN data integrity, DDoS and conceptual discussion
Morrow (2019) networks prevention (partial)
Petroulakis et Design of SEMIoTICS Healthcare, Need for adaptable 10T Use-case mapping &
al., (2019) architecture energy, intelligent | architecture across diverse prototype architecture
sensing platforms validation
Lippsetal., Secret Key Generation | Wireless industrial | Secure communication in LTE testbed experiments;
(2019) (SKG) using PUF-based | networks, LTE+, next-generation 10T comparison with WLAN-
wireless security 5G networks PhySec
Lietal., (2018) Low-latency I1oT data Need for reduced delay Simulation-based
transmission using transmission and improved throughput performance evaluation
adaptive power method under high deadlines
Baddeley et al., Isolation of SDN TSCH Networks, SDN control traffic Lightweight SDN
(2017) control traffic using Contiki OS, I1oT | causing latency in network | implemented in Contiki OS
6TiSCH tracks data flows with experimental evaluation

6. Conclusion and Future Work

Network virtualization and SDN, which provide an environment for networks that is flexible and programmable, and
capable of scaling up or down in response to the industry's changing demands, provide an innovative foundation for the next
generation of Industrial Internet of Things (110T) systems. The abstraction of the physical resources in the form of virtualized
components and the provision of centralized control through SDN facilitate the realization of better resource management, easier
operations, and faster reaction times among industries. Both technologies are instrumental in bringing to life 10T capabilities
such as network slicing, virtual network embedding, secure multi-tenancy, and seamless edge—fog—cloud coordination, all of
which are critical for automation, remote monitoring, and predictive decision-making. The combination of virtualization and
SDN also brings about greater reliability, lower latency communication, and the use of Digital Twins for effectively creating
models of the systems. However, security, interoperability, large-scale orchestration, and the management of resource-
constrained edge devices remain issues that need to be addressed.

Security frameworks development and optimization of real-time orchestration across edge—fog—cloud layers are the next
and most important steps in research with light-weight virtualization techniques that will be implemented in constrained IloT
devices being the last one. Al-driven network automation, autonomous slice management, and standardized interoperability will
be the facilitators of the integration of SDN and virtualization in industrial environments on a larger scale.
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