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Abstract - Post-Quantum Cryptography (PQC) is an emerging field that aims to develop cryptographic algorithms
resistant to attacks by quantum computers. As quantum computing technology advances, traditional cryptographic
methods such as RSA and ECC are becoming increasingly vulnerable. This systematic review provides an in-depth
analysis of the current state of PQC, focusing on the most promising algorithms and their potential applications. The
review covers lattice-based, code-based, multivariate, and hash-based cryptographic schemes, evaluating their security,
efficiency, and practicality. We also discuss the challenges and future directions in PQC, including standardization efforts
and integration into existing cryptographic systems. This paper aims to serve as a comprehensive resource for
researchers, practitioners, and policymakers interested in the next generation of cybersecurity algorithms.
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1. Introduction

The advent of quantum computing has posed a significant threat to the security of current cryptographic systems.
Quantum computers, with their ability to perform certain computations exponentially faster than classical computers, can break
widely used cryptographic algorithms such as RSA and Elliptic Curve Cryptography (ECC) using Shor's algorithm. This has led to
the development of Post-Quantum Cryptography (PQC), which focuses on designing cryptographic algorithms that are secure
against both classical and quantum adversaries.

2. Overview of Post-Quantum Cryptography
2.1 Definitions and Concepts

Post-Quantum Cryptography (PQC) is a specialized field of cryptography that aims to develop cryptographic algorithms
capable of withstanding attacks from both classical and quantum computers. With the rapid advancements in quantum computing,
traditional cryptographic methods, which rely on mathematical problems assumed to be difficult for classical computers, are at risk
of becoming obsolete. PQC seeks to address this issue by designing new cryptographic schemes that remain secure even against
adversaries equipped with powerful quantum computers. Unlike quantum cryptography, which focuses on leveraging quantum
mechanics for secure communication, PQC remains rooted in conventional computational principles but adopts more complex
mathematical foundations to resist quantum-based attacks.

2.2 Importance of PQC

The importance of PQC arises from the potential threats posed by quantum computing to existing security protocols.
Current cryptographic standards, such as the Rivest-Shamir-Adleman (RSA) algorithm and Elliptic Curve Cryptography (ECC),
are widely used for securing digital communications, financial transactions, and data encryption. These algorithms rely on the
computational difficulty of integer factorization and the discrete logarithm problem—both of which can be efficiently solved using
Shor’s algorithm, a quantum algorithm capable of breaking RSA and ECC encryption in polynomial time. If large-scale quantum
computers become a reality, encrypted data could be decrypted almost instantaneously, leading to severe security breaches across
industries. PQC is, therefore, a critical area of research, aiming to replace existing cryptographic schemes with quantum-resistant
alternatives before such threats materialize.

2.3 Key Challenges

The development and implementation of PQC introduce several significant challenges that must be addressed to ensure its
effectiveness and widespread adoption. One of the primary challenges is security. Since PQC algorithms rely on mathematical
problems that differ from those used in classical cryptography, extensive analysis is required to determine their resistance against
both classical and quantum attacks. Researchers must rigorously test these algorithms under various attack models to ensure they
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do not have vulnerabilities that could be exploited by adversaries. Unlike traditional cryptographic systems that have been studied
for decades, PQC is still an evolving field, requiring continuous scrutiny and evaluation.

Another major challenge is efficiency. While some proposed PQC algorithms provide strong security guarantees, they
often come at the cost of increased computational complexity and higher resource consumption. For instance, many lattice-based
cryptographic algorithms, a leading candidate for PQC, require significantly larger key sizes and more computational power
compared to RSA or ECC. This increase in computational requirements can pose difficulties for devices with limited processing
capabilities, such as 10T devices and embedded systems. Striking a balance between security and performance is crucial for the
successful deployment of PQC solutions in real-world applications.

Standardization is also a critical aspect of PQC adoption. The National Institute of Standards and Technology (NIST) has
been conducting a multi-phase process to evaluate and standardize post-quantum cryptographic algorithms. This process involves
assessing the security, efficiency, and feasibility of various proposed algorithms, with the goal of establishing a globally accepted
set of PQC standards. Without proper standardization, organizations may struggle to implement secure and interoperable PQC
solutions, leading to inconsistencies and potential security loopholes. The integration of PQC into existing cryptographic
infrastructures presents a significant challenge. Many digital systems and protocols are built around classical cryptographic
schemes, and transitioning to PQC requires careful planning to avoid disruptions. Compatibility issues, performance trade-offs, and
deployment strategies must all be considered to ensure a smooth migration to quantum-resistant encryption without compromising
functionality or security. Organizations must also address concerns related to backward compatibility, ensuring that legacy systems
can coexist with new PQC-based solutions.

3. Promising PQC Algorithms
3.1 Lattice-Based Cryptography
3.1.1 Overview

Lattice-based cryptography is one of the most promising areas in Post-Quantum Cryptography (PQC), primarily due to the
mathematical hardness of lattice problems, such as the Shortest Vector Problem (SVP) and the Closest Vector Problem (CVP).
These problems involve finding the shortest or closest vector in a high-dimensional space, which remains computationally
infeasible for both classical and quantum computers. Unlike traditional cryptographic schemes that rely on number-theoretic
problems, lattice-based cryptography offers security based on the complexity of solving linear algebra problems in high
dimensions, making it a strong candidate for quantum-resistant encryption and signature schemes.

3.1.2 Key Algorithms

Several key algorithms have been developed using lattice-based cryptography, each offering unique advantages in terms
of security and efficiency. One of the most well-known lattice-based schemes is NTRU, a public-key cryptosystem that relies on
polynomial rings. NTRU is particularly known for its efficiency and fast encryption and decryption processes, making it a viable
option for real-world applications. Another foundational concept in lattice-based cryptography is Learning With Errors (LWE),
which forms the basis for many cryptographic protocols. LWE-based schemes rely on the inherent difficulty of solving systems of
linear equations when small errors are introduced, providing strong security guarantees. An extension of LWE, called Ring-LWE,
improves efficiency by operating within polynomial rings, allowing for faster computations while maintaining robust security
properties. These algorithms have been the focus of many PQC standardization efforts due to their strong security foundations and
practical usability.

3.1.3 Security and Efficiency

Lattice-based cryptographic schemes are widely considered secure against quantum attacks, making them a strong
candidate for post-quantum encryption and digital signatures. However, their security largely depends on the careful selection of
parameters, as weaker configurations could be vulnerable to sophisticated attacks. Despite their high security levels, lattice-based
schemes often require large key sizes, which can lead to increased computational overhead. Nevertheless, certain implementations,
such as NTRU, are known for their efficiency, particularly in resource-constrained environments like embedded systems and IoT
devices. As researchers continue refining these schemes, lattice-based cryptography remains one of the most viable solutions for
quantum-resistant cryptographic systems.

3.2 Code-Based Cryptography
3.2.1 Overview

Code-based cryptography is another promising PQC approach that derives its security from the difficulty of decoding
random linear codes. Unlike traditional encryption methods, which depend on number-theoretic hardness, code-based cryptography
leverages the computational complexity of error correction problems. The foundation of this cryptographic approach was laid by
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the McEliece cryptosystem, which has remained unbroken since its introduction in 1978. Despite its long history, McEliece-based
schemes are still considered quantum-resistant, making them a strong contender for post-quantum security applications.

3.2.2 Key Algorithms

The most prominent code-based cryptosystem is the McEliece cryptosystem, which relies on the hardness of decoding
random linear codes. This system provides a high level of security against both classical and quantum attacks, making it a strong
candidate for PQC. However, one of its major drawbacks is the large size of its public keys, which can be impractical for certain
applications. To address this issue, researchers have developed QC-MDPC (Quasi-Cyclic Moderate-Density Parity-Check) codes, a
variant of the McEliece cryptosystem that significantly reduces key sizes while maintaining robust security. QC-MDPC offers
improved efficiency, making it a more practical alternative for real-world cryptographic implementations.

3.2.3 Security and Efficiency

Code-based cryptographic schemes are highly resistant to quantum attacks, making them one of the most secure options
for post-quantum encryption. However, their main drawback lies in their large key sizes, which can create challenges in terms of
storage and transmission efficiency. While QC-MDPC helps mitigate this issue by using more compact key representations, further
research is needed to enhance the practical usability of code-based cryptography. Despite these challenges, the long-standing
security record of the McEliece cryptosystem reinforces the reliability of this approach for post-quantum security applications.

3.3 Multivariate Cryptography
3.3.1 Overview

Multivariate cryptography is based on the computational hardness of solving systems of multivariate polynomial
equations. Unlike traditional cryptographic methods that rely on integer factorization or discrete logarithms, multivariate
cryptographic schemes employ non-linear algebraic structures to provide secure encryption and signature mechanisms. These
schemes are particularly well-suited for digital signatures and key exchange protocols, as they offer fast computation times while
maintaining strong security guarantees.

3.3.2 Key Algorithms

Among the most well-known multivariate cryptographic schemes is Rainbow, a public-key cryptosystem that relies on a
series of quadratic polynomials. Rainbow has been considered a strong candidate for PQC due to its efficient signature generation
and verification processes. Another notable scheme is Unbalanced Oil and Vinegar (UOV), a signature scheme that leverages the
difficulty of solving systems of quadratic equations. UOV provides robust security while maintaining relatively low computational
overhead, making it an attractive option for lightweight cryptographic applications.

3.3.3 Security and Efficiency

Multivariate cryptographic schemes are generally considered secure against quantum attacks, as solving systems of
multivariate equations is computationally challenging even for quantum computers. However, the security of these schemes is
highly dependent on the selection of parameters, as poorly chosen configurations could lead to vulnerabilities. One of the main
advantages of multivariate cryptography is its efficiency, particularly in the realm of digital signatures, where schemes like
Rainbow offer rapid signature generation and verification. As a result, multivariate cryptographic methods are well-suited for high-
performance applications that require both security and speed.

3.4 Hash-Based Cryptography
3.4.1 Overview

Hash-based cryptography relies on the fundamental properties of cryptographic hash functions to provide security. Unlike
other PQC methods that depend on algebraic hardness assumptions, hash-based cryptographic schemes derive their security from
well-established hash functions. These schemes are primarily used for digital signatures and have gained attention due to their
simplicity and robustness against quantum attacks.

3.4.2 Key Algorithms

One of the most well-known hash-based cryptographic schemes is the Merkle Signature Scheme (MSS), which utilizes
Merkle trees to generate secure digital signatures. MSS is known for its strong security properties and compact signature sizes,
making it a practical option for various cryptographic applications. Another widely adopted scheme is SPHINCS, a stateless hash-
based signature scheme that builds upon Merkle tree structures and cryptographic hash functions. SPHINCS is particularly notable
for its ability to provide long-term security while eliminating the need for state management, which simplifies its implementation.
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3.4.3 Security and Efficiency

Hash-based cryptographic schemes are generally considered highly secure against quantum attacks, as they do not rely on
algebraic structures that could be exploited by quantum algorithms. However, the security of these schemes is contingent on the
choice of underlying hash functions and the structure of the Merkle tree. SPHINCS, for example, enhances security by leveraging a
stateless design, making it suitable for long-term cryptographic applications. Despite their strong security guarantees, hash-based
schemes can sometimes suffer from performance limitations, particularly in terms of key generation and signature size.
Nonetheless, their simplicity and well-understood security properties make them a reliable choice for quantum-resistant
cryptographic implementations.

Table 1: Comparison of PQC Algorithms

Algorithm | Key Algorithm Security | Efficiency | Practicality | Key Size | Computational
Type Overhead
Lattice- NTRU High High High Small Low
Based

Lattice- LWE High High High Small Low
Based

Lattice- Ring-LWE High High High Small Low
Based

Code-Based | McEliece High Low Low Large High
Code-Based | QC-MDPC High Medium Medium Medium Medium
Multivariate | Rainbow High High High Small Low
Multivariate | UOV High High High Small Low
Hash-Based | MSS High High High Small Low
Hash-Based | SPHINCS High High High Small Low

3.5. Traditional Cryptographic Encryption Methods

Cryptographic encryption methods: symmetric key encryption and asymmetric key encryption. The first part of the image,
labeled as (a), represents symmetric encryption, where the same secret key is used for both encryption and decryption. In this
scheme, plaintext data is converted into ciphertext using an encryption algorithm and the secret key. The recipient, who must also
have the same secret key, can decrypt the ciphertext back into plaintext. Symmetric encryption is computationally efficient and
widely used for securing data at rest and in transit. However, its primary limitation lies in the challenge of securely sharing the
secret key between communicating parties, which creates vulnerability in large-scale applications.
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The second part of the image, labeled as (b), illustrates asymmetric encryption, also known as public-key cryptography.
Unlike symmetric encryption, this method employs a key pair consisting of a public key and a private key. The public key is used
for encrypting plaintext into ciphertext, while the corresponding private key is required to decrypt the ciphertext back into its
original plaintext form. This cryptographic approach eliminates the need for a shared secret key between the sender and recipient,
thereby enhancing security in key exchange scenarios. Asymmetric encryption is commonly used in secure communications,
digital signatures, and authentication mechanisms.
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Fig 1: Traditional Cryptographic Encryption Methods

One of the key advantages of asymmetric encryption is its ability to provide secure key exchange, enabling the
establishment of encrypted communication channels without requiring pre-shared keys. This makes it particularly useful for
securing online transactions, email encryption, and blockchain technology. However, asymmetric encryption is computationally
more intensive than symmetric encryption, making it slower and more resource-demanding for large-scale data encryption. Both
symmetric and asymmetric encryption methods form the foundation of modern cryptographic systems. Despite their effectiveness,
these traditional cryptographic techniques face potential vulnerabilities in the presence of quantum computing. Quantum
algorithms, such as Shor’s algorithm, have the capability to break widely used public-key encryption schemes, posing a significant
threat to data security. As a result, research in post-quantum cryptography is gaining momentum to develop cryptographic
algorithms that can resist quantum attacks while maintaining computational efficiency.

4. Evaluation of PQC Algorithms
4.1 Security Analysis
4.1.1 Lattice-Based Schemes

Lattice-based cryptographic schemes are widely regarded as strong candidates for post-quantum security due to their
reliance on the inherent difficulty of lattice problems such as the Shortest Vector Problem (SVP) and the Learning With Errors
(LWE) problem. These problems are believed to be computationally infeasible for both classical and quantum computers, making
lattice-based schemes resilient against quantum attacks. However, their security is highly parameter-dependent—choosing
improper parameters may weaken the cryptographic strength of the scheme. Researchers continuously refine parameter selection
methods to ensure optimal security while maintaining efficiency.

4.1.2 Code-Based Schemes

Code-based cryptographic schemes derive their security from the hardness of decoding random linear codes, a problem
that has withstood cryptanalytic advances for decades. The McEliece cryptosystem, one of the oldest public-key cryptosystems,
remains unbroken under both classical and quantum computing paradigms. However, the major drawback of code-based
cryptographic schemes is their large key sizes, which introduce storage and transmission overheads. Additionally, their
computational requirements can be high, posing efficiency challenges in real-world implementations. Despite these limitations, the
long-standing security of code-based schemes makes them a viable option for post-quantum cryptographic applications.
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4.1.3 Multivariate Schemes

Multivariate cryptographic schemes rely on the complexity of solving systems of multivariate polynomial equations, a
problem that remains difficult even for quantum computers. These schemes are particularly suited for digital signatures due to their
efficient signature generation and verification properties. However, like lattice-based cryptography, the security of multivariate
schemes is highly dependent on the careful selection of parameters. Poorly chosen parameters may introduce vulnerabilities that
could be exploited by adversaries. Despite this, well-optimized multivariate schemes offer promising solutions for high-
performance cryptographic applications.

4.1.4 Hash-Based Schemes

Hash-based cryptography relies on cryptographic hash functions for security, making it one of the simplest and most well-
understood approaches in PQC. The security of hash-based schemes is tied to the difficulty of inverting cryptographic hash
functions, which remains a computationally hard problem even in the presence of quantum computers. However, the effectiveness
of these schemes is contingent on the choice of hash functions and the structure of Merkle trees used in signature generation. While
hash-based schemes offer strong security guarantees, their practical deployment may require careful consideration of key
management and signature size constraints.

4.2 Efficiency Analysis
4.2.1 Key Generation
e Lattice-Based Schemes: Lattice-based schemes generally have fast key generation processes, making them suitable for
environments with limited computational resources, such as 10T devices.
o Code-Based Schemes: The key generation process in code-based schemes is often computationally expensive and results
in large public keys, which can hinder their adoption in storage-constrained environments.
o Multivariate Schemes: These schemes typically offer fast key generation, which is beneficial for applications requiring
frequent key updates.
e Hash-Based Schemes: Hash-based cryptographic schemes have relatively simple key generation processes, making them
efficient for long-term security applications.

4.2.2 Encryption/Decryption

o Lattice-Based Schemes: Due to their mathematical structure, lattice-based schemes support fast encryption and
decryption processes, making them suitable for real-time applications such as secure communication channels.

o Code-Based Schemes: Encryption and decryption operations in code-based cryptography are computationally expensive,
which can be a significant drawback in high-speed data transmission scenarios.

e Multivariate Schemes: These schemes provide rapid encryption and decryption, making them well-suited for high-
performance computing environments.

e Hash-Based Schemes: Hash-based encryption schemes, such as those used in digital signatures, exhibit straightforward
encryption and decryption processes, ensuring efficiency in long-term security applications.

4.2.3 Signature Generation/Verification

e Lattice-Based Schemes: Offer fast signature generation and verification, making them ideal for real-time authentication
systems.

e Code-Based Schemes: Generally slow signature operations due to the complexity of decoding algorithms, posing a
challenge for time-sensitive applications.

e Multivariate Schemes: Multivariate signature schemes provide rapid signature generation and verification, making them
attractive for applications requiring frequent authentication.

e Hash-Based Schemes: Signature generation in hash-based schemes is efficient, particularly in stateless designs like
SPHINCS, which eliminates the need for state tracking and ensures long-term security.

4.3 Practicality Analysis
4.3.1 Implementation Complexity
e Lattice-Based Schemes: Moderate implementation complexity, as efficient lattice-based schemes require a deep
understanding of lattice theory and specialized mathematical techniques.
e Code-Based Schemes: High implementation complexity due to the necessity of understanding coding theory and
implementing large key management systems.
e Multivariate Schemes: Moderate complexity, requiring expertise in algebraic geometry and polynomial system solving.
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Hash-Based Schemes: Relatively simple to implement, as they primarily rely on cryptographic hash functions and
Merkle tree structures.

4.3.2 Key Sizes

Lattice-Based Schemes: Key sizes in lattice-based cryptographic schemes range from small to moderate, allowing for
efficient storage and transmission.

Code-Based Schemes: One of the main drawbacks of code-based schemes is their large key sizes, which can make them
impractical for certain applications.

Multivariate Schemes: Generally feature small to moderate key sizes, striking a balance between security and
practicality.

Hash-Based Schemes: Typically have small key sizes, making them a preferred choice for long-term security
applications where key management is crucial.

4.3.3 Computational Overhead

Lattice-Based Schemes: Low computational overhead, enabling efficient performance in real-time applications.
Code-Based Schemes: High computational overhead, which can be a major drawback in performance-sensitive
environments.

Multivariate Schemes: Low computational overhead, making them suitable for high-performance applications that
demand fast cryptographic operations.

Hash-Based Schemes: Low computational overhead, contributing to their efficiency in long-term security applications.

Table 2: Key Generation, Encryption/Decryption, and Signature Generation/Verification Times

Algorithm Key Key . Encryption/Decryption Signature
: Generation . . e . .
Type Algorithm Time Time Generation/Verification Time
Lattice-Based NTRU Fast Fast Fast
Lattice-Based LWE Fast Fast Fast
Lattice-Based Ring-LWE Fast Fast Fast
Code-Based McEliece Slow Slow Slow
Code-Based QC-MDPC Medium Medium Medium
Multivariate Rainbow Fast Fast Fast
Multivariate uov Fast Fast Fast
Hash-Based MSS Fast Fast Fast
Hash-Based SPHINCS Fast Fast Fast

5. Challenges and Future Directions
5.1 Standardization Efforts

The standardization of PQC algorithms is a crucial step in their widespread adoption. Several organizations, including
NIST (National Institute of Standards and Technology) and ETSI (European Telecommunications Standards Institute), are actively
working on standardizing PQC algorithms. NIST's Post-Quantum Cryptography Standardization Process is one of the most
prominent efforts, with the goal of selecting and standardizing PQC algorithms for use in various applications.

5.2 Integration into Existing Systems

Integrating PQC algorithms into existing cryptographic systems is a significant challenge. This involves not only the
technical aspects of implementation but also the need for backward compatibility and interoperability. The transition to PQC
algorithms must be carefully managed to avoid disruptions to existing systems.

5.3 Policy and Regulatory Considerations

The development and deployment of PQC algorithms also raise policy and regulatory considerations. Governments and
regulatory bodies must ensure that PQC algorithms are used in a way that protects the privacy and security of individuals and
organizations. This includes the development of guidelines and standards for the use of PQC algorithms in various sectors.

6. Conclusion
Post-Quantum Cryptography (PQC) is a critical field that aims to develop cryptographic algorithms resistant to attacks by
quantum computers. This systematic review has provided an in-depth analysis of the current state of PQC, focusing on the most
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promising algorithms and their potential applications. Lattice-based, code-based, multivariate, and hash-based cryptographic
schemes have been evaluated for their security, efficiency, and practicality. The review has also discussed the challenges and future
directions in PQC, including standardization efforts and integration into existing cryptographic systems. This paper serves as a
comprehensive resource for researchers, practitioners, and policymakers interested in the next generation of cybersecurity

algorithms.

7. Algorithms

Algorithm 1: NTRU Key Generation
def ntru_key_gen(N, p, q, f, 9):
NTRU Key Generation Algorithm
:param N: Polynomial degree
:param p: Small modulus
:param q: Large modulus
:param f: Polynomial with coefficients in {-1, 0, 1}
:param g: Polynomial with coefficients in {-1, 0, 1}
‘return: Public key (h) and private key (f, g)
# Compute the inverse of f modulo g
f_inv_q = f.inverse(q)

# Compute the public key h
h=(f_inv.q*g)%q

return h, (f, g)

Algorithm 3: McEliece Key Generation
def mceliece_key_gen(n, K, t):
McEliece Key Generation Algorithm
:param n: Length of the code
:param k: Dimension of the code
:param t: Error-correcting capability
:return: Public key (G, H) and private key (G, S, P)
import numpy as np
from numpy.random import permutation
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Algorithm 2: LWE Key Generation
def lwe_key_gen(n, q, sigma):
LWE Key Generation Algorithm
:param n: Dimension of the secret vector
:param g: Modulus
:param sigma: Standard deviation of the error distribution
:return: Public key (A, b) and private key (s)
import numpy as np
from numpy.random import normal

# Generate a random matrix A
A = np.random.randint(0, g, (n, n))

# Generate a random secret vector s
s = np.random.randint(0, g, n)

# Generate a random error vector e
e = normal(0, sigma, n).astype(int) % q

# Compute the public key b
b=(A@s+e)%q

return (A, b), s
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