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Abstract - Modern web applications depend on multiple backend API services to render content, validate user actions, 

and persist state. When any subset of these APIs becomes slow, intermittent, or fully unavailable, the front-end 

experience typically collapses into error screens and lost user progress. The work described here contributes a 

progressive fault tolerance framework for API-first front-end architectures. The framework classifies every API 

dependency into one of three tiers (hard, soft, deferrable), applies tier-appropriate resilience mechanisms (retry 

budgets, circuit breakers, stale-while-revalidate caching), and manages a client-side state journal that protects user 

work across outages. A formal degradation state machine governs transitions between healthy, degraded, offline, and 

recovering modes, while UI adaptation rules ensure that the interface communicates system status without causing user 

alarm. Simulated failure injection experiments across four outage scenarios show that the proposed framework raises 

task completion rates from 41% to 87%, reduces session abandonment from 58% to 14%, and cuts mean recovery time 

from 18.2 seconds to 2.8 seconds compared to a baseline application with no resilience layer. 

 

Keywords - Fault Tolerance, Front-End Architecture, API Resilience, Graceful Degradation, Circuit Breaker, Client-

Side State, Progressive Enhancement, Web Application Reliability. 

 

1. Introduction 
Web applications have shifted from monolithic server-rendered pages to client-heavy architectures that orchestrate dozens 

of API calls per screen. A single product detail page might fetch catalog data from one service, pricing from another, inventory 

status from a third, and user review summaries from a fourth. Each of these calls represents a potential failure point, and the 

front-end sits at the convergence of all of them [1]. 

 

When backend instability strikes, the standard front-end response is blunt: show a spinner until a timeout fires, then display 

a generic error message. Users lose whatever work they had in progress. Multi-step workflows restart from scratch. The 

application becomes unusable even when only one of its many API dependencies has failed [2]. This all-or-nothing behavior 

stems from a lack of structural awareness in the client about which APIs are truly critical and which can tolerate degraded 

responses. 

 

Server-side fault tolerance has received extensive attention. Patterns like bulkheads, circuit breakers, and retry policies are 

well-documented for micro service architectures [3]. Client-side resilience, by contrast, remains ad hoc. Individual teams 

implement retry logic or caching in isolation, without a unifying framework that reasons about dependency tiers, degradation 

states, and user experience continuity as a connected system [4]. 

 

This paper addresses that gap. It contributes a progressive fault tolerance framework consisting of four interlocking 

components: a dependency classification model that assigns every API call to a hard, soft, or deferrable tier; a request lifecycle 

pipeline that applies tier-appropriate resilience mechanisms; a client-side state journaling protocol that preserves user progress 

through outages; and a degradation state machine that governs how the UI adapts as backend health changes. Simulated failure 

injection experiments evaluate the framework against a baseline application across metrics including task completion, session 

abandonment, data loss, and recovery time [5]. 

 

2. Related Work 
2.1. Server-Side Resilience Patterns 

Nygard cataloged foundational stability patterns including circuit breakers, bulkheads, and timeouts, primarily for server-

to-server communication in distributed systems [3]. Netflix popularized these patterns at scale through Hystrix, a library that 

wraps remote calls with fallback logic and real-time monitoring [6]. Polly and Resilience4j brought similar capabilities to .NET 

and Java ecosystems [7]. These libraries operate at the service tier and assume that the calling code controls the runtime 

environment, can access health check endpoints directly, and can restart failed processes. None of these assumptions hold in a 

browser. 
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2.2. Client-Side Caching and Offline Strategies 
Service workers and the Cache API provide browser-native mechanisms for intercepting network requests and serving 

cached responses [8]. Google's Workbox toolkit offers stale-while-revalidate and cache-first strategies as configurable modules 

[9]. These tools solve the caching problem but do not address dependency classification, degradation state management, or the 

preservation of in-progress user state. A cached response for a product listing does not help when the user's cart submission fails 

mid-checkout. 

 

2.3. Offline-First Application Design 
Offline-first architectures treat network connectivity as an enhancement rather than a requirement [10]. PouchDB and similar 

libraries synchronize local databases with remote servers when connectivity returns [11]. These systems excel at data 

synchronization but impose a specific data model (typically document-based) and require significant backend cooperation. The 

framework presented here works without backend modifications and applies to applications that were not designed as offline-

first from the start. 

 

2.4. Front-End Error Handling Research 
Ocariza et al. studied JavaScript errors in the wild and found that a significant portion originate from DOM manipulation 

and event handling rather than network failures [12]. Moseley and Marks examined error propagation patterns in component-

based systems and their effect on overall system complexity [13]. This body of work focuses on code-level errors rather than the 

systemic API dependency failures that the present framework targets. 

 

3. Dependency Classification Model 
Not every API call carries equal weight in a user's workflow. A request for personalized recommendations matters far less 

than a request to validate a payment method. The framework begins by classifying every API dependency into one of three tiers, 

each with distinct failure handling rules [14]. 

 

Hard dependencies are API calls without which a feature cannot function at all. Authentication endpoints, payment 

processors, and data submission APIs fall into this category. When a hard dependency fails, the associated feature must be 

disabled entirely. No cached or stale data can substitute for a live response from these endpoints. The front-end should 

communicate clearly that the feature is temporarily unavailable and protect any user input that preceded the failure. 

 

Soft dependencies are API calls that can tolerate stale or cached responses without materially harming the user experience. 

Product catalogs, configuration endpoints, user preference services, and non-critical metadata APIs belong here. When a soft 

dependency fails, the application serves the most recent cached version of the response and marks it with a staleness indicator. 

Functionality remains intact, though the displayed data may be seconds or minutes behind the live state [15]. 

 

Deferrable dependencies are API calls whose execution can be delayed without the user noticing any immediate effect. 

Analytics event submission, telemetry reporting, non-blocking form feedback, and background synchronization tasks qualify. 

When a deferrable dependency fails, the action is queued locally and replayed when the endpoint recovers. The user receives a 

lightweight acknowledgment that their action has been captured. 

 

 
Fig 1: API Dependency Classification Pipeline 

 

Figure 1. Inbound requests are classified by dependency tier, routed through tier-appropriate resilience strategies, and 

rendered according to available data quality. 
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4. Request Lifecycle under Degradation 
Once a request's dependency tier is established, the framework applies a structured sequence of resilience mechanisms. Each 

mechanism activates only when the previous one fails to produce a usable response, creating a layered defense that avoids 

unnecessary overhead during healthy operation [16]. 

 

4.1. Timeout Budget Allocation 
Every outbound API request receives a timeout budget calibrated to its dependency tier. Hard dependencies get the longest 

budgets (8 seconds in the reference configuration) because users are willing to wait for critical operations. Soft dependencies 

receive shorter budgets (3 seconds), reflecting the availability of cache fallbacks. Deferrable requests use the shortest timeouts 

(1.5 seconds) since they will be queued regardless of outcome [17]. 

 

4.2. Request Deduplication 
During periods of latency, users frequently trigger duplicate requests by clicking buttons repeatedly or navigating back and 

forth. The framework maintains an in-flight request registry keyed by method, URL, and a hash of the request body. Any request 

matching an already in-flight key within a 200-millisecond window is coalesced into the existing request's promise chain rather 

than dispatched independently [18]. 

 

4.3. Retry with Exponential Backoff 
Failed requests are retried up to three times using exponential backoff with random jitter. The base delay starts at 500 

milliseconds and doubles with each attempt, adding a random jitter of 0 to 250 milliseconds to prevent retry storms when many 

clients experience the same failure simultaneously. The retry budget applies per-request, not per-endpoint, so a single slow API 

does not consume retry capacity meant for other calls [19]. 

 

4.4. Client-Side Circuit Breaker 
Inspired by server-side circuit breaker patterns [3], the framework maintains a per-endpoint failure counter. When an 

endpoint accumulates five failures within a 30-second sliding window, the circuit opens: subsequent requests to that endpoint 

skip the network entirely and proceed directly to the fallback handler. After 15 seconds in the open state, the circuit transitions 

to half-open, allowing a single probe request through. A successful probe closes the circuit; a failed probe resets the open timer 

[6]. 

 

4.5. Stale-While-Revalidate Cache 
Soft-dependency responses are stored in IndexedDB with a timestamp. When a soft-dependency request fails or its circuit 

is open, the cache serves the most recent response if it falls within the configured stale window (600 seconds by default). A 

background revalidation request is queued so that the cache updates as soon as the endpoint recovers. This pattern, adapted from 

HTTP cache-control semantics [20], allows the UI to remain populated with slightly outdated data rather than displaying empty 

states. 

 

 
Fig 2: Request Lifecycle under API Degradation 

 

Figure 2. Each request passes through a structured sequence of resilience mechanisms, from timeout allocation through 

cache fallback, before reaching the UI renderer. 
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5. Client-Side State Journaling 
API failures threaten more than data display. They threaten user progress. A user who has spent five minutes filling out a 

multi-step form should not lose that work because a backend validation call timed out. The framework addresses this risk through 

a lightweight state journaling protocol that records user actions locally and enables near-instant recovery after disruptions [21]. 

 

5.1. Write-Ahead Journal Structure 
The journal consists of two structures stored in IndexedDB: a snapshot table and a delta log. When a user performs a state-

modifying action (form input, navigation, item addition), the framework computes the difference between the current application 

state and the most recent snapshot. If the delta exceeds a configurable size threshold (512 bytes by default), a full snapshot 

replaces the delta chain. Otherwise, the delta is appended to the log as a compact operation record [22]. 

 

5.2. Snapshot Frequency and Storage Budget 
Checkpoints occur at three triggers: when the delta chain exceeds the size threshold, when the user transitions between major 

workflow steps (detected via route changes), and on a fixed interval (every 30 seconds of active interaction). Each snapshot 

carries a monotonically increasing sequence identifier and a UTC timestamp. The journal maintains a rolling window of the five 

most recent snapshots, purging older entries to stay within a 5 MB storage budget per session. 

 

5.3. Recovery and Conflict Resolution 
When a user returns to an application after an unplanned termination (tab crash, browser force-quit, device power loss), the 

framework detects an unfinished journal during initialization. It replays the most recent snapshot followed by any subsequent 

delta entries, restoring the application state to within seconds of where the user left off. If the backend has accepted some but not 

all of the user's pending submissions during the downtime, a simple last-write-wins reconciliation compares server-side 

timestamps with journal entry timestamps to resolve conflicts [23]. 

 

 
Fig 3: Client-Side State Journaling Decision Flow 

 

Figure 3. State-modifying user actions trigger either a full snapshot or a delta append based on change magnitude. Pending 

entries sync to the server when connectivity returns or remain in the local journal with a configurable TTL. 
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6. Degradation State Machine 
Individual resilience mechanisms handle isolated failures, but the front-end application as a whole needs a coherent model 

of its current operating condition. The framework defines a four-state machine that governs global application behavior: Healthy, 

Degraded, Offline, and Recovering [24]. 

 

In the Healthy state, all API circuits are closed and response times fall within normal bounds. The UI renders fully with live 

data, and the journal writes proactive checkpoints for continuity insurance. Transition to the Degraded state occurs when any 

soft-dependency circuit opens or when response latency exceeds configured thresholds for two or more endpoints within a 10-

second window. 

 

The Degraded state activates fallback rendering for soft dependencies while keeping hard dependencies operational. Non-

critical UI elements are hidden or replaced with placeholder content. A subtle notification banner informs the user that some 

information may be delayed. If all remaining healthy endpoints fail or the browser's online status event fires a disconnect, the 

machine transitions to Offline. 

 

Offline mode restricts the application to cached content and deferrable action queuing. Hard-dependency features are 

disabled with clear messaging. The journal increases its checkpoint frequency to minimize potential data loss. When the first 

successful probe response arrives from any endpoint, the machine moves to Recovering. 

 

The Recovering state drains the deferred action queue, revalidates all stale cache entries, and reconciles any journal state 

against server responses. Features re-enable incrementally as their respective API dependencies confirm availability. Once the 

queue is empty, all caches are fresh, and all circuits are closed, the machine returns to Healthy [25]. 

 

 
Fig 4: Degradation State Machine Transitions 

 

Figure 4. The application transitions between four operational states based on API health signals, with defined entry 

conditions and permitted behaviors at each stage. 

 

7. UI Adaptation Patterns 
Technical resilience mechanisms accomplish nothing if the user perceives the application as broken. The framework 

prescribes a set of UI adaptation rules tied to the degradation state machine, ensuring that the interface communicates system 

status honestly without triggering unnecessary alarm [26]. 
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7.1. Progressive Feature Disclosure 
Rather than displaying a single error overlay that blocks all interaction, the framework hides only the specific components 

whose data sources have failed. A product listing page with a failed recommendation API still displays the product grid, search 

bar, and navigation. The recommendation carousel disappears silently or shows a minimal placeholder. Users continue their 

primary task without interruption [27]. 

 

7.2. Staleness Indicators 
When the UI serves cached data, a small timestamp badge appears near the affected component indicating how old the data 

is. This approach borrows from financial trading interfaces where stale price indicators are standard practice [28]. Users can 

make informed decisions about whether the displayed information is recent enough for their needs without being forced to wait 

for a live refresh. 

 

7.3. Queued Action Confirmation 
Deferrable actions that have been queued for later submission receive immediate visual confirmation. A toast notification 

reading something like "Saved locally - will sync when connection returns" reassures users that their input has been captured. 

The queued action count appears as a badge on a persistent status indicator, and users can review or cancel pending actions from 

a queue inspector panel. 

 

7.4. Recovery Progress Communication 
During the Recovering state, a progress indicator shows how many queued actions remain and which cache entries are being 

refreshed. Features re-enable one at a time with brief confirmation animations. This graduated restoration prevents the jarring 

experience of a full-page reload while giving users confidence that the system is returning to normal operation [29]. 

 

 
Fig 5: UI Adaptation Strategy Phase Board 

 

Figure 5. Each degradation state maps to specific UI behaviors: which elements are shown, hidden, or queued, and what 

background actions the framework performs. 

 

8. Simulated Evaluation 
To evaluate the framework's effectiveness, a simulated experimental environment was constructed. All results reported in 

this section are derived from controlled simulation and do not reflect production measurements. 

 

8.1. Experimental Setup 
The simulation modeled a multi-API web application with eight backend endpoints spanning all three dependency tiers: two 

hard dependencies (authentication, data submission), four soft dependencies (content listing, configuration, profile, metadata), 

and two deferrable dependencies (analytics, telemetry). A synthetic user agent executed standardized task sequences including 

browsing, form completion, and data submission. Each scenario was repeated across 1,000 simulated sessions [30]. 

 

8.2. Failure Scenarios 
Four failure injection scenarios were evaluated. Scenario A introduced a single soft-dependency timeout (the content listing 

API responding after 10 seconds instead of its normal 200 milliseconds). Scenario B cascaded failures across three soft 

dependencies simultaneously. Scenario C combined a hard-dependency failure (authentication returning 503 errors) with two 
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soft-dependency timeouts. Scenario D simulated a complete network outage lasting 60 seconds followed by gradual endpoint 

recovery over 30 seconds [31]. 

 

8.3. Metrics and Baseline 
The baseline application used standard fetch calls with a fixed 10-second timeout and no retry logic, caching, or state 

preservation. The framework-enhanced application implemented all four components described in Sections 3 through 6. Five 

metrics were measured: task completion rate (percentage of sessions where the user agent finished its target action), session 

abandonment rate (percentage of sessions where the agent terminated early due to error states), data loss incidents (percentage 

of sessions where form or state data was unrecoverable), mean recovery time (seconds from first failure to restored usable UI), 

and perceived uptime (percentage of session duration during which the UI remained interactive) [32]. 

 

8.4. Results 
Across all four scenarios, the framework-enhanced application outperformed the baseline on every metric. Task completion 

rose from 41% (baseline) to 87% (framework), a 112% relative improvement. Session abandonment dropped from 58% to 14%. 

Data loss incidents fell from 73% to 4%, attributable almost entirely to the state journaling mechanism. Mean recovery time 

decreased from 18.2 seconds to 2.8 seconds, reflecting the circuit breaker's ability to skip unresponsive endpoints and the cache's 

ability to serve stale content immediately. Perceived uptime increased from 34% to 93% [33]. 

 

Scenario D (complete outage) produced the most dramatic differences. The baseline application became entirely non-

functional for the full 60-second outage plus an additional 12 seconds of failed retry attempts. The framework-enhanced 

application transitioned to Offline mode within 3 seconds, continued serving cached content and accepting deferred actions, and 

completed queue drainage within 8 seconds of the first recovered endpoint. 

 

 
Fig 6: Simulated Failure Injection Results 

 

Figure 6. Aggregated simulation results across all four failure scenarios (n = 1,000 sessions per condition). All values are 

simulated and do not represent production measurements. 

 

9. Discussion 
The results confirm that structuring front-end resilience around dependency tiers produces substantially better outcomes 

than treating all API calls identically. The tiered approach prevents soft-dependency failures from cascading into hard-

dependency error states, which is the primary mechanism behind the high session abandonment rates observed in the baseline 

[34]. 

 

State journaling proved to be the single most impactful component for user satisfaction in the simulation. The drop from 

73% to 4% in data loss incidents means that users almost never lost in-progress work, even during complete outages. The 
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remaining 4% of data loss occurred in edge cases where a hard-dependency failure interrupted a submission that had already 

cleared the journal's latest checkpoint. 

 

Several limitations merit acknowledgement. The simulation used synthetic user agents rather than real human participants, 

which may not capture behavioral responses to degradation indicators (such as users choosing to wait rather than continue with 

stale data). The framework assumes that IndexedDB is available and functional, which may not hold in private browsing modes 

or on devices with constrained storage. The last-write-wins conflict resolution strategy is adequate for simple state but may 

produce incorrect results for concurrent multi-tab editing scenarios [35]. 

 

Future work could extend the dependency classification from a static configuration to a dynamic system that reclassifies 

API calls based on observed failure rates and user behavior. Integrating server-sent health signals (such as HTTP 429 headers or 

custom degradation headers) could enable the front-end to anticipate failures before they occur rather than reacting to them after 

the fact [36]. 

 

10. Conclusion 
This paper presented a progressive fault tolerance framework for API-first front-end applications. By classifying API 

dependencies into hard, soft, and deferrable tiers, the framework applies calibrated resilience mechanisms that match the 

criticality of each call. A client-side state journal protects user progress through outages of any duration. A four-state degradation 

machine coordinates global application behavior, and tier-aware UI adaptation rules keep the interface usable and informative 

across all operating conditions. Simulated experiments demonstrated significant improvements in task completion, session 

continuity, data preservation, and recovery speed. The framework requires no backend modifications and can be integrated into 

existing API-first architectures through a client-side HTTP middleware layer. 
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